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A 2 Security-related Research and 
Innovation

D 
ue to geopolitical tensions, security policy 
issues are increasingly moving up the Federal 

Government’s agenda. Security policy comprises 
the dimensions of external and internal security 
as well as operational and supply security.43 Hybrid 
threats,44 which can include military dangers as well 
as economic pressure, cyberattacks and disinforma-
tion in (social) media, present new challenges for 
policymakers in both strategic and technological 
terms.

The aim and aspiration should therefore be, 
together with our European partners, to strengthen 
core security strategy competencies and innova-
tions and reduce dependencies on other countries. 
This chapter addresses selected aspects of secu-
rity-related research and innovation (R&I) that 
contribute to increasing the strategic capability of 
security policy (cf. section A 2-1), the expansion 
of the range of actors involved in security-related 
R&I (cf. section A 2-2) and the promotion of inno-
vation in the defence sector through procurement 
measures and breakthrough innovations (cf. section  
A 2-3).

Measures to strengthen strategic capabilities in 
security policy included the development of the 
National Security Strategy in the previous legisla-
tive period and the establishment of the National 
Security Council in the current legislative period.45 
The Commission of Experts recommends using 
appropriate structures and formats to leverage and 
expand security-related expertise in the scientific 
community in order to further increase the strategic 
capabilities of the Federal Government.

The group of actors from science and industry who 
conduct security-related R&I should be expanded. 
In addition, networking among the actors should 
be promoted and better coordinated. This will en- 
able R&I activities to be more demand-orientated, 
increase the absorption capacity of additional 
R&I funds and increased procurement volumes, 
and curb capacity-related price increases. More 
extensive networking among actors will accelerate 

innovation in the defence sector and increase resili
ence and adaptability relevant to defence.

To enable the Bundeswehr to become a technologi-
cally advanced and thus effective armed force, R&I 
policy aspects should be given greater consideration 
in procurement and breakthrough innovations in 
the defence sector should be facilitated. This is par-
ticularly important in view of the planned massive 
increase in defence spending46 and the high signifi
cance of innovative technologies for deterrence 
and defence. High technological performance in 
the defence sector and in the civil sector mutually 
influence each other due to spillover effects and the 
dual-use nature of many technologies and together 
strengthen the competitiveness of the economy and 
technological sovereignty.47

A 2-1 Increase Strategic 
Capability in Security Policy

Strengthen Competence in Security Policy

Strategic capability in security policy involves being 
prepared for crises and conflicts, pursuing clear 
goals and preparing political decisions.48 For poli-
cymakers to be able to act in an informed and stra-
tegically adept manner in an environment of chang-
ing threats, they must have access to expertise on 
security-related challenges and the corresponding 
policy options.

To achieve this, relevant research, teaching and 
knowledge transfer should be strengthened. In its 
final report, the Study Commission ‘Lessons from 
Afghanistan for Germany’s Future Networked 
Engagement’ states that “the knowledge about the 
causes, progression and repercussions of wars and 
violent conflicts in various regions of the world 
should be bolstered at German higher education 
institutions, non-university public research organi
zations (PROs) and think tanks” and that exchange 
between academia, politics and practical application 
should be promoted.49 Beyond peace and conflict 
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research, particular need exists in the fields of 
strategic studies, security studies and intelligence 
studies.

To attract excellent researchers to these fields of 
research relevant to security policy, attractive condi-
tions for open, application-orientated basic research 
are required. Security-related content in higher edu-
cation can be used to train specialists in this field 
and attract young academics.

Security-related research and teaching relevant to 
security policy could be expanded, for example, by 
promoting relevant degree courses or by establish-
ing additional specialized institutes or endowed 
professorships.50 At the same time, avenues for 
knowledge transfer between research and policy are 
needed – for example, through contract research, 
(institutionalized) dialogue formats or the tempo-
rary involvement of researchers in departmental 
work.51

International examples of strong institutional 
anchoring of research and teaching relevant to secu-
rity policy, as well as knowledge transfer, include 
the Center for Security Studies at ETH Zurich, the 
National Security College at the Australian National 
University and the School of Security Studies at 
King’s College London (cf. box A 2-1).

The Commission of Experts advocates establishing 
and expanding a small number of excellent insti-
tutions in the field of research and teaching rele-
vant to security policy. This undertaking should be 
jointly funded by the Federal Government and the 
respective Länder in which these institutions are 
based. Following a positive evaluation, institutional 
funding may be provided, as is the case with the AI 
competence centres.

Funding for Security-related 
Research Tailored to Needs

To be prepared for future challenges in both the 
strategic and the technological aspects of security 
policy, the Federal Government’s funding for secu-
rity-related research should be geared more strongly 
than before to medium- and long-term needs. The 
Commission of Experts therefore expressly sup-
ports the Science Council’s proposal to establish 
a Strategic Dialogue Forum.52 It agrees with the 
Science Council that research needs determined 
solely in line with departmental logic or the needs 

of companies or other actors no longer do justice to 
the complex security situation.

As proposed by the Science Council, the Strategic 
Dialogue Forum institutionalizes regular and sys-
tematic exchange between scientific actors and 
those involved in security policy, including officials 
from the Chancellery and ministries as well as rep-
resentatives from the Bundeswehr, the police, the 
Federal Agency for Technical Relief (THW), and 
relevant companies. The Strategic Dialogue Forum 
can provide a basis for needs-based and efficient 
research funding through an exchange of scientific 
findings and requirements relevant to defence and 
security, the content of which is subject to confiden-
tiality. It would make sense to affiliate the Strategic 
Dialogue Forum organizationally with the newly 
established National Security Council.53

A 2-2 Expand Circle of 
Actors in Security-Related 
Research and Innovation

Tap into Scientific and Entrepreneurial Potential

The range of actors engaged in security-related 
R&I should be expanded. Meeting the urgent and 
changing challenges of security policy requires 
fresh solutions, particularly technological ones, 
which are not necessarily produced by established 
actors. It is therefore important to tap into the 
scientific and entrepreneurial potential of actors 
who have not previously been active in the security  
sector.

Two recent surveys show that the security sector 
is becoming increasingly important in both science 
and industry.

Between December 2024 and February 2025, the 
Stifterverband für die Deutsche Wissenschaft sur-
veyed the heads of German higher education insti-
tutions on security-related research. 161 heads of 
higher education institutions responded.54 When 
asked how the importance of security-related 
research had developed at their institutions over 
the past five years, 16.0 percent reported a marked 
increase, and 37.0 percent reported a slight increase 
(cf. figure A 2-2). The most important challenges in 
security-related research were increased bureau-
cracy and compliance with and enforcement of 
security standards – these were rated as (somewhat) 
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relevant by 70.1 and 66.7 percent of higher educa-
tion management teams, respectively.

A company survey conducted in 2025 by ZEW – 
Leibniz Centre for European Economic Research 
GmbH Mannheim shows interest on the part of the 
business community in becoming more involved in 
the field of security and defence (cf. figure A 2-3). 
At the time of the survey, the product or service 
portfolio of 15.9 percent of companies in the manu
facturing sector included the fields of security 
and defence; just over half of them (8.3 percent) 
planned to intensify their activities in this area. In 
the information industry, 10.5 percent of compa-
nies were active in the fields of security and defence, 
and just under two-thirds (6.8 percent) planned to 
intensify their activities. At the time of the survey, 
6.1 percent of companies in the manufacturing sec-
tor and 3.3 percent of companies in the information 
economy did not yet include security or defence in 

their product or service portfolio but had plans to 
expand their portfolio to include these fields.

Strengthen Networking and 
Cooperation among R&I Actors

Structures for networking and consulting activ-
ities help actors in the R&I system from science 
and industry to tap into new fields of activity in 
the security sector, enter into (new) collaborations 
and identify customers. Support for start-ups and 
other knowledge transfer measures that can reduce 
information gathering and initiation costs are help-
ful. Trade associations, for example, consider better 
networking and cooperation between actors to be 
necessary.59

Some structures and institutions are already pursu-
ing these or similar objectives in the security sector, 
for example the Palladion Defence Accelerator at the 

Box A 2-1 Examples of Institutional 
Anchoring of Research and Teaching 
Relevant to Security Policy and 
Knowledge Transfer

Center for Security Studies at ETH Zurich
The Center for Security Studies (CSS) at ETH 
Zurich defines itself as a competence centre for 
Swiss and international security policy, combining 
security-related research with policy advice.55 It 
maintains a strategic partnership with the Swiss 
Federal Department of Defence, Civil Protection 
and Sport (DDPS) and the Swiss Federal Depart-
ment of Foreign Affairs (FDFA). Together with the 
political science professorships at ETH Zurich and 
the University of Zurich, the CSS forms the Center 
for Comparative and International Studies (CIS). 
Research is conducted in the clusters ‘Digital 
Technologies and Security Policy’, ‘Conflict Resolu-
tion and Prevention’ and ‘Strategic Competition in 
the Age of Complexity’. The CSS is integrated into 
teaching at the Department of Humanities, Social 
and Political Sciences (D-GESS) at ETH Zurich 
and at the CIS at ETH Zurich and the University of 
Zurich, where it covers security policy topics.

National Security College at the Australian 
National University
The National Security College (NSC) at the Aus-
tralian National University (ANU) is a joint initia-
tive of the Australian Government and the ANU 
with the aim of strengthening national capabil
ities and deepening the debate on new security-
related challenges and policy options.56 According 
to the joint charter of the government and ANU, 
the NSC aims to improve Australia’s security 
capabilities and strengthen the community of 
experts through its programmes in the fields of 
leadership and professional development, aca-
demic teaching and research, future analysis, 
political engagement, dialogue and public rela-
tions.57

School of Security Studies at King’s College London
The School of Security Studies at King’s College 
London is part of the Faculty of Social Science & 
Public Policy and comprises the Department of 
War Studies, the Defence Studies Department and 
the King’s Institute for Applied Security Studies.58 
By its own account, the School of Security Studies 
is one of the world’s largest multidisciplinary 
academic institutions engaged in teaching and 
research on all aspects of conflict, war, security 
and defence.



36

      EFI 
REPORT 
2026

CU
R
R
EN

T D
E
VELOPM

EN
TS

University of the Bundeswehr in Munich, which is 
affiliated with NATO’s Defence Innovation Accel-
erator for the North Atlantic (DIANA),60 the Cyber 
Innovation Hub of the Bundeswehr (CIHBw),61 
the Space Innovation Hub operated by the Ger-
man Space Agency,62 and the Digital Hub Security 
& Defence Munich, which is part of the Federal 
Government’s Digital Hub Initiative (de:hub).63

Other structures are currently under development, 
including the Bundeswehr’s Innovation Center in 
Erding (cf. box A 2-4) and the innovation hubs for 
security and defence.64

Attracting the Bundeswehr as a cooperation part-
ner for R&I projects or as a customer for innova-
tive solutions is considered particularly difficult, 
partly due to increased security requirements. The 
Commission of Experts welcomes the fact that the 
Federal Government is creating structures aimed 
at improving exchange and cooperation between 
actors in the R&I system and the Bundeswehr. The 
establishment of additional Bundeswehr innovation 
centres geared towards needs not covered by the 
Innovation Center in Erding, such as those of the 
navy, can further strengthen networking and co- 
operation among actors. When developing inno-
vation centres, the Bundeswehr should always be 
open to cooperation with new actors throughout 
the entire R&I process.

In its High-Tech Agenda Germany (HTAD), adopted 
in 2025, the Federal Government announced that it 
would promote “cooperation between civil and mil-
itary research and development in selected fields 
of technology in ‘innovation hubs for security and 

defence’”.65 This measure is assigned to the strate-
gic research field of ‘Security and Defence Research’. 
The first hub is to be established by the end of 2026, 
with more to follow.66 The Commission of Experts 
recommends drawing on the experience of existing 
innovation hubs when setting up the hubs, exploit-
ing synergies and avoiding duplicate structures. 
Different concepts should be tested and policy 
learning enabled through meaningful evaluations. 
It is relevant here whether the specific projects in 
the hubs contribute to increased security, whether 
sustainable structures and networks are created by 
the project partners, and to what extent private 
funds can be mobilized.

Develop a Strategy for Start-ups 
from the Bundeswehr

With their knowledge of the needs and structures 
of the Bundeswehr, soldiers can be a valuable source 
of new product ideas. One way to turn such product 
ideas into reality is for the soldiers who produced 
them to start their own businesses. A prominent 
example is the company ARX Robotics Land
systeme, which was founded by three Bundeswehr 
officers.67

The Commission of Experts suggests actively sup-
porting start-ups from the Bundeswehr and devel-
oping a corresponding strategy, which ties in as far 
as possible with existing programmes,68 but also 
considers the unique features of the defence sector. 
For example, professional soldiers could be offered 
a ‘start-up period’ at the end of their service, during 
which they could prepare to set up a company and 
develop a prototype. The Bundeswehr could provide 

Fig. A 2-2 Development of the importance of security-related research at higher 
education institutions in the five years preceding the survey (survey conducted in 
winter 2024/2025)

0 10 20 30 40 50 60 70 80 90 100

Slightly decreased Remained same

Slightly increased Significantly increased

1.2 16.045.7 37.0

Percent

Legend: 37.0 percent of heads of German higher education institutions participating in the 2025 Hochschulbarometer (Higher Education 
Barometer) survey stated that the importance of security-related research had increased slightly in the five years preceding the survey.

Source: Hochschul-Barometer 2025 in Gebert et al. (2025), Burk and Hetze (2025).
© EFI – Commission of Experts for Research and Innovation 2026.
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Fig. A 2-3 Distribution of security and defence sectors as part of the company 
portfolio, percent share of companies

Percent

Percent

Fields currently included in the company’s portfolio, with plans to intensify these activities

Fields currently included in the company’s portfolio, but no plans to intensify activities

Fields not currently included in the company’s portfolio, but expansion in this direction planned

8.3 7.6 6.1 22.0

10.3 5.3 15.0 30.6

15.0 5.6 8.0 28.5

4.0 9.2 3.1 16.4

6.8 3.7 3.3 13.8

19.4 5.9 9.0 34.4

12.8 3.4 6.6 22.8

4.0 3.7 1.9 9.6
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Legend: In the manufacturing sector, 10.3 percent of companies with 100 or more employees include the security and defence fields within 
their business portfolio, and plan to intensify their activities in these fields.
Rounding discrepancies may occur.

Source: ZEW Konjunkturumfrage Informationswirtschaft Q3 2025.
© EFI – Commission of Experts for Research and Innovation 2026.

Box A 2-4 Bundeswehr Innovation Center 
in Erding

The Bundeswehr’s first innovation centre is 
currently being established in Erding, with the 
aim of “centrally coordinating and managing 
technology-driven innovations and bringing 
together troops, military research and testing, and 

the civil innovation ecosystem directly on site”.69 
The innovation centre’s nucleus was the System 
Soldat Innovation Laboratory of the Bundeswehr 
Research Institute for Materials, Fuels and 
Lubricants.70 The Defence Lab Erding, which is 
being promoted by the Bavarian state government, 
is being built in close proximity to the Bundes
wehr’s innovation centre.71
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active support during this period, e.g. by providing 
testing facilities for prototypes.

A 2-3 Promote Innovation 
in the Defence Sector

Exploit the Potential of Innovation-Orientated 
Procurement of Defence Equipment

On 15 January 2026, the Bundestag passed the Act 
on Accelerated Planning and Procurement for the 
Bundeswehr (Bundeswehrbeschaffungsbeschleuni-
gungsgesetz, BwBBG). The Act is temporary and will 
expire at the end of 2035.

The Act aims to accelerate the awarding of public 
contracts and the construction of defence-related 
facilities, as well as to strengthen innovation-orien-
tated procurement,72 in order to “be able to respond 
adequately to future threats in the long term”.73

The Commission of Experts welcomes the fact 
that the legislator is also focusing on innovation-
orientated procurement with the Act on Accelerated 
Planning and Procurement for the Bundeswehr (cf. 
box A 2-5).74 The Act explicitly extends the instru-
ment of innovation partnerships to defence and 
security-specific public contracts, specifies the 
possibilities for conducting market research and 
addresses the possibility of functional performance 
specifications. Although these instruments were 
already available in principle,75 they are now being 
reinforced. In addition, the Act allows for compe-
titions to develop innovative concepts and agree-
ments on updates and upgrades for IT services.

Innovation partnerships, market research, func-
tional performance specifications and competi-
tions represent the possibilities offered by public 
procurement law for innovation-orientated public 
procurement – it is now a matter of exploiting this 
potential.

The Federal Office of Bundeswehr Equipment, 
Information Technology and In-Service Support 
(Bundesamt für Ausrüstung, Informationstech-
nik und Nutzung der Bundeswehr, BAAINBw) is 
responsible for ensuring that the Bundeswehr is 
equipped in line with its requirements. It is neces-
sary to tap into and expand the technical, legal and 
business management expertise available there for 
strategic procurement management.76 Until now, 

the Bundeswehr has divided its strategic procure-
ment process into two parts – a planning process 
and a procurement process in the narrower sense.77 
In future, knowledge about innovations and inno-
vation potential available on the market should be 
integrated into the overall process at a much earlier 
stage.78 However, despite all the expertise available 
at the BAAINBw, the question arises as to how a 
culture of innovation-orientated procurement 
can be successfully established within the existing 
structures. The established processes are primarily 
geared towards achieving the lowest price and legal 
certainty.79

An independent division should therefore be estab-
lished within the BAAINBw to be responsible for the 
procurement of innovative products and services 
for the Bundeswehr. This necessitates a high degree 
of freedom and a positive error culture. It is appro-
priate to link innovation-orientated procurement 
closely with the Bundeswehr’s Innovation Center 
in Erding,80 where technological innovations are to 
be developed and evaluated, and, in the future, also 
with other Bundeswehr innovation centres.

To give innovation-orientated procurement greater 
weight more quickly, the introduction of a quota, 
potentially for a limited period, would be conceiv-
able. For example, a predetermined proportion of 
the procurement budget could be spent on inno-
vation-orientated procurement instruments, such 
as innovation partnerships and functional perfor-
mance specifications.

In addition, it would be conceivable to provide 
the Bundeswehr’s military units with a limited 
procurement budget to test the use of products 
and services available on the market in the Bun-
deswehr, based on their own needs. Such decen-
tralization of innovation-orientated procurement 
can only be fully effective if the experiences with 
these products and services are shared within the 
Bundeswehr and systematically evaluated as part of 
strategic procurement management.81 An example 
of decentralized procurement is the Swiss Army’s 
‘Bottom-up Drone Innovation’ (BUDI) innovation 
project, which involved the decentralized purchase 
of commercially available drones.82
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Expedite Emergence of Breakthrough  
Innovations

Although the Act on Accelerated Planning and 
Procurement for the Bundeswehr can strengthen 
innovation-orientated procurement, procurement 
structures are not designed to promote the emer-
gence of breakthrough innovations.89 These should 
therefore be promoted outside of traditional pro-
curement structures and processes.

Germany currently has two agencies for promoting 
breakthrough innovations: the Federal Agency for 
Breakthrough Innovation (SPRIND) and the Agency 

for Innovation in Cybersecurity (Cyberagentur) 
(cf. box A 2-6). However, both agencies have only 
limited coverage of breakthrough innovations in the 
defence sector. Although SPRIND is now also active 
in the dual-use sector,90 it is not currently suitably 
positioned to promote breakthrough innovations 
for the Bundeswehr.91 The Cyberagentur, on the 
other hand, cannot cover the promotion of break-
through innovations for the entire defence sector 
due to its focus on cybersecurity and low technology 
readiness levels.

Various actors are proposing the establishment of 
a European agency for breakthrough innovation 

Box A 2-5 Instruments of Innovation-
Orientated Procurement in the Act on 
Accelerated Planning and Procurement 
for the Bundeswehr

Innovation Partnership
Under Section 14(1) of the BwBBG, procurement 
contracts for the Bundeswehr can also be 
structured as innovation partnerships, as is 
already established in the civil sector (Section 19 
of the Procurement Ordinance).83 The prerequisite 
is that the procurement requirement cannot be 
met by goods or services already available on the 
market. Innovation partnerships are concluded as 
part of a multi-stage procurement procedure.84 The 
innovation partnerships themselves consist of two 
phases: (1) The research and development phase 
comprises the production of prototypes or the 
development of the service. (2) In the performance 
phase, the output resulting from the partnership is 
delivered. Interim targets are set for both phases, 
with remuneration being paid upon achievement of 
each target. The public contracting authority may 
decide at the end of each development phase, 
based on the interim targets, whether to terminate 
the innovation partnership.85

Although the innovation partnership was newly 
introduced, a negotiated procedure could also 
have been designed to correspond to an innova-
tion partnership.86

Market Research
Section 14(2) of the BwBBG clarifies that, before 
initiating a procurement procedure, public 

contracting authorities may conduct market 
research to prepare for the award of the contract 
and to inform companies about their procurement 
plans and requirements.87 In addition, public 
contracting authorities may seek or accept advice 
from market participants in the context of market 
research and use this advice for the planning and 
implementation of the procurement procedure.

Functional Performance Specifications
According to Section 14(3) of the BwBBG, if no 
services are available on the market, the 
contracting authority should examine whether 
the performance requirements can be tendered 
in an innovation-friendly manner in the form of 
functional performance specifications.88 The 
explanatory memorandum to the Act states that 
contracting authorities should be strongly 
encouraged to make more frequent and exten-
sive use of functional requirements in the 
performance specifications, particularly in the 
absence of commercially available services, in 
order to promote innovation.

Competitions
Contracting authorities may, under Section 14(4) 
BwBBG, organize competitions for the develop-
ment of innovative concepts.

Agreement on Updates and Upgrades
Section 14(5) BwBBG allows for the agreement of 
appropriate updates and upgrades when awarding 
IT services and contracts that also include IT 
services.
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in the defence sector.92 However, the Commission 
of Experts recommends that the Federal Govern-
ment initially promote breakthrough innovation 
in the defence sector within a national framework, 
either by expanding SPRIND or by establishing an 
independent agency. This will avoid lengthy coor-
dination processes in the course of establishing an 
agency at European level. This national agency can 
then enter into strategic partnerships with agencies 
in other EU and NATO countries or be expanded 
into a European agency (cf. chapter A 3).

The work of the agency, which must be given a 
high degree of freedom, should focus on a broad 

spectrum of technology readiness levels. Close ties 
with the Bundeswehr are necessary to ensure that 
the results of successful projects actually lead to 
greater defence capabilities in the medium to long 
term. The (planned) innovation centres of the Bun-
deswehr can act as a bridge in this regard.

To strengthen the potential of the Cyberagentur, 
the Commission of Experts advocates expanding 
its ability to act in an agile manner. In addition, 
the Cyberagentur’s mandate should be expanded 
so that it can also promote follow-up projects with 
higher technology readiness levels.

Box A 2-6 Agencies in Germany for 
Promoting Breakthrough Innovations

Federal Agency for Breakthrough Innovation 
SPRIND
SPRIND was established in 2019 to specifically 
promote breakthrough innovations in the civil 
sector.93 The SPRIND Freedom Act came into force 
in late 2023, expanding SPRIND’s ability to act 
agilely and removing the restriction that limited 
SPRIND’s activities to breakthrough innovations in 
the civil sector.94 SPRIND’s task is to identify, 
validate and promote breakthrough innovations.95 
It focuses on projects with technology readiness 
levels 3 to 7.96

Agency for Innovation in Cybersecurity 
(Cyberagentur)
The Cyberagentur is an organization established in 
2020 that acts as a project sponsor with the aim 
of promoting innovative solutions in the field of 
cybersecurity.97 In doing so, the Cyberagentur 
focuses on the expected needs for protecting 
internal and external security in ten to 15 years’ 
time. It commissions research projects in the 
field of application-orientated basic research in 
technology readiness levels 1 to 4.98 The results 
of the projects are made available to the Federal 
Government.




